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1. Introduction

pointHotspot is a web-based Wireless Internet Access Control Solution. It manages access for wireless (and wired)
computers using a login page for each user connecting to the Internet. The login page will appear when a user tries
to browse the Internet using a standard Internet browser like Internet Explorer, FireFox, Safari etc.

Access is granted via a username and password combination. The username and password is issued by the
operator of pointHotspot.com at your e.g. hotel front desk, office etc. or from anywhere in the world.

pointHotspot is managed via the www.pointHotspot.com website.

The operator/manager has to login using the assigned username and password. Each operator should use their
own username and password combination. Operator username and passwords cannot be used for online user
access and are only for the purpose of managing the hotspot site.

) pointHotspot.com - wireless internet solutions - Mozilla Firefox =] |
File Edit Yiew Go Bookmarks Tools  Help
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wireless internet solutions

Home Wireless Internet Solutions
Products
Solutions
About us
Contact us
Support

Login

pointHotspot.com

wireless internet salutions

Are you looking for:

B Controlled Internet Access with Username and Password
B eb-bazed Control Panel for User Administration
B Allowy uzers to he online for an exact specified billable time
B o complicated special set up on the User's PClLaptop
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2. pointHotspot Components:

The pointHotspot components at your location are:
o Internet Access via your preferred Internet Service Provider (ISP)
e One pointHotspot Gateway (GW) e.g. Linksys WRT54GL, RouterOS, etc.
e Additional pointHotspot wireless Access Points (AP) to extend range, e.g. Linksys WRT54GL

The pointHotspot components on our servers in the US are:
e pointHotspot management website
e Authentication servers (main & backup server)
e Online Database

3. Operator/Admin User Accounts:

In order to manage the pointHotspot user accounts, prepaid cards, view the system status, reports etc., the
operator needs an administrative username and password. The standard package includes up to 10 Admin User
accounts, more accounts can be added. There are different access levels defined:

e Admin

e PowerOp (Operator plus accounting features)

e Operator

e Disabled (Admin user account is disabled)

The ‘Admin’ level is the highest level and allows creating, deleting and modifying user and admin accounts, view
reports, change profile settings, display System Status (users online and device status) etc.

The ‘Operator’ level allows modifying user accounts (no create or delete), view reports, change profile settings,
display System Status (users online and device status) etc.

The ‘PowerOp’ level is the same as ‘Operator’, but allows additional access to Accounting information.

List Admin User Accounts

%3 pointHotspot.com - wireless internet solutions - Mozilla Firefox o=l
File Edit View History Bookmarks ook Help
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(@
point|Hotspot.com
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Admin Login Id added
Aceaurt D0 dema 4 gmin User Management (5)
Search
logout
Help (% £dd Mew Sdmin Lser
Last Hame First Hame Login Id Permissions  Last Login Edit Del
Home "
De La Rosa Manuel mealaross Operator Mewer ¥ &
User Management .
Demo Hatspiot demoscmin Admin 2006-11-11 00:24:08
Prepaid Cards # '2/ &
System Status Doe John johndos Cperator Iever ¥ &
Reports Cperator Dema demaop Operator hlever ¥ &
My Profile Power Operator  Dema demopowerop  PowerOp Iever ¥ &
Accounting
Administration
Customer Support
About Us | Site Map | Frivacy Folicy | Contact Us | @2008 Ultra Consulting Netuore Ltd w1 3.2
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Edit Admin User Account
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Account IO demo Profile for: admin

First Mame: Last Mame:

[Jakin | |Coe |
Help =

Tel: Fa
Home |555-5555 | |555-5556 |
User Managemernt Mohbile: E-hisil:
Prepaid Cards | | |mymai|@nomail.com |
Systemn Status Language: Time Format:
Reports | English -| [ 24 Hour -|
My Profile Password: Fe-Password:
EEETT [eennnn | [ennens |

Permiss=ion Level:
£ Acdmin i~

Administration
Customer Support

About Us | Site Map | Frivacy Folicy | Contact Us | @2002 Uitra Consulting Mebwork Ltd «1.2.2

| Crone 5

Each admin user can set their password, First and Last Name, Tel, Fax, Mobil, Email Address, preferred Language
(currently English only), Display Time format (either 12 or 24 hour format). The main Administrator can assign
permission levels for all admin users.

Please note that there is a timeout of 60 minutes for inactivity. After 60 minutes of inactivity the admin user needs to
log in again.
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4, User Management:

Each user connected to the network (wireless or wired) needs to have a username and a password to get access to
the Internet.

List User Accounts

I pointHotspot.com - wireless internet solutions - Mozilla Firefox i ] 4]
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65 - c A DT I |j | hktpef feaan, pointhotspot. comfusers. php?pagelD=6 T I' | Google }
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scount I demo Registered Internet Users (85)

Acld Mevw User
Help 7 Status Type Room Login Id Hame Edit Del
Home Expired StartiStop Time  room239 roomzas ¢ &
User Management Expired Start/Stop Time  room241 roomza ¥ &
Prepaid Cards Expired StartiStop Time  room242 room242 w &
System Status Expired StartfStop Time  room243 room243 Q? &
Reports )
online g
My Profile Start/Stop Time  room244 roomz44 Q? &
Accounting Ready StartfStop Time  room243 room243 Q? &
Administration
Expired Start/Stop Time  room246 roomz246 ¢ &
Customer Support
Offling .
Start/Stop Time  room247 roomz247 Q? &
Crffli
n= StartfStop Time  room sali Q? &
Ready StartsStop Time  room sharon Sharon Q? &
Mo 213141516

About Uz | Site Map | Privaoy Poliey | Contact Uz | @20028 Ultra Consulting Netuods Ltd w122

Done 4

The Status column shows the current Status of the user account:
e Ready — Account is ready and was not yet in use
e Online — User is currently online
« Offline — Account is active, but user is offline
o Expired — Account expired
e Suspended — Account suspended

The Type column shows the selected Internet Service Plan.
The Login Id column shows the username of the user account.

Note:
e The User Management does not include any Prepaid Cards.
e Usernames should be generated generically e.g. user01, user02 as usernames are re-used.
e The standard package includes a maximum of 50 User Accounts. Additional accounts can be added at an
additional charge.
e The time starts ticking after the first login (not for Start/Stop Plan)
e Avoid deleting usernames (deleted accounts remain in the system until maintenance time)
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Edit User Account
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File Edit ‘“iew History Bookmarks Tools Help

<.E| - - @ /IJ} ||_| http:,l’,l’www.pointhotspot.com,l’use| ‘| &] "|Google \\]
(@)
point|Hotspot.com

wireless internet solutions

Internet User Information

Account I
Liogir le:* Irternet Service Plan:*
useriii Start/Stop Time -
Help =» | | | _I
Start Date: Stop Date:
Home 15 vI Sep vI 2008 VI 16 vI Sep vI 2008 vI
User Management Start Time:* Stop Time:*
System Status Pazsword:* Location:*
Reports [ | [Here |
" il -+
My Profile Amount: Biilling Cycle: s
- zelect biling cycle -
Accounting l l | it ;I
o - Billing Motes:
Administration | |
Customer Support First Marme: Last Marme:
| | | |
E-Mail: Telephone:
| | | |
Address
| |
Payment Method: Znline Status:
[ | enabled LI
Motes:
I print Ticket

How to extend Online Time ?

For the StartsStop Time Internet Service Plan:

- Simply modify the Stop Time to the DatelTime the user likes to be online
Far all ather Internet Service Plans:

- Select the Service Plan and click submit

- Time startz running after first login

* Mandatory Information

About Us | Site Map | Privacy Policy | Contact Us | 82008 Ultra Consulting Netwatk Ltd w1.3.0

| Cone v

There are several Internet Service Plans defined: (Additional plans can be added)

1 Hour

24 Hours

1 Week
Start/Stop Time

Only the Start/Stop Time package will show the start and stop time. The start time is automatically set to the current
time, while the stop time is set to the next day (current time + 24 hours). The operator can modify the start and stop
time to the required date and time.

For the other packages (1h, 24h, 1 Week etc.) the time will start after the Internet user logs in for the first time.

Whenever a user account is edited, the Billing Cycle has to be specified (except for free packages)

Start New Cycle - New customer paid for online time (requires Amount)

Extend Cycle - Existing customer extends online time (requires Amount)

No Billing - All other, like password change, correction or input error etc. (requires Notes)
Refund - Refund charges to customer

To print a User Account Ticket, please tick ‘Print Ticket’ (Adobe Acrobat Reader required)

E Ultra
Consulting Network Limited

Tel: +1-(305) 704-7790 Fax: +1 (868) 628-3219
E-mail: info@pointHotspot.com — www.pointHotspot.com — Version 1.2.7

7



5. Prepaid Cards/Tickets [optional feature]

Prepaid tickets are working in a way like prepaid cell-phones. A ticket with a certain time nomination e.g. 30min, 1h,
2h, 5h etc. can be purchased and the Internet user can use this ticket over a period of three (3) months after the
first usage. Only the online time used will be deducted from the total time of the ticket.

Prepaid tickets are preferred over other Internet Access Plans when operator less operation is required. The tickets
can simply be sold at the front desk without using the pointHotspot management site.

To create prepaid tickets, the administrator has to log in and select Prepaid Cards/Create Cards.

Prepaid Card Example

poiritHotepol.oom Prepald InMemeat Card

Ueasrman: e
Password: s

Hooess Plan; Propaid 80 Min

Card by - -

(10 cards per letter size sheet)

Create Prepaid Cards

¥ pointHotspot.com - wireless internet solutions - Mozilla Firefox - |EI|5|
File Edit ‘Wew History Bookmarks Toaols  Help

is - e p_4 BT ||j |http:,l',l'www.polnthotspot.com,rprepald.pl b |‘|Google ,_

(@)
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Account 1D detmo Prepaid Card Creation

Mumber of cards to create:
Help 7
Home Select card online time: I Frepaid B0 Min ;I
User Management MAC restricted client grougp: I none vI
Prepaid Cards Create Cards I
System Status
Reports
Ry Profile
AcCCounting

Administration
Customer Support

About Us | Site Map | Privacy Policy | Contact Us | @2008 Ultra Consulting Metwod Ltd w132

| Cone

#

Select the number of cards to be created and the online time and click on ‘Create Cards’. Wait until the card
creation process is finished.

Optional Feature: ‘Mac restricted client group’ — Restrict cards to one group of computers with known MAC
addresses.
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Prepaid Cards Created )
ChpointHokspot.com - wireless inkernet solutions - Mozilla Firefok =10 =]

Ble gdt View Go Hockmarks Tools  Help 3

@@ - 0 - & ) ) [0 tetwistvem ponthotspot. comforepaid.shorcreste =zl B |Gl
(@)

point Huis pot.com
T nlerne! salulions
10 Cards successfully created
Bccound I o Prepaid Card Creation
[ logeut | Prir these Cards
pr— Username Password
User Management — —
Prepaid Cards ' o
System Status — —
Reports P— B
My Profile e —
Administration - e
Customer Support — SE—
— g
—— P
. -

fibout Us | Site Map | Privaoy Polioy | Contact Us | @3006 Ultra Consulting Mool Lid wi.1.8

| Done v

After you see .. Cards successfully created’ you can print the cards using ‘Print these Cards’. It is recommended
to first save these cards (PDF file) onto your PC disk drive and then print them.
Please note that our servers are keeping a copy of each printed page.

Important: Please make sure that a card can only be sold once!

E Ultra
Consulting Network Limited

Tel: +1-(305) 704-7790 Fax: +1 (868) 628-3219
E-mail: info@pointHotspot.com — www.pointHotspot.com — Version 1.2.7

9



Prepaid Cards Unused

(@

point}-otspot.com

wireless infernel solutions Thu, 5 Oct 2006 13:36

[ hogent |
Status Type Login id
Home sy Prepain 60 Min L o 2006-03-27 122526
User Management Ready Prepaid 2 Hours —— 2005-03-29 152520
Prepaid Cards Resady Prepaid 50 Min et 2005-09-27 122523
System Status Ready Prepaid 2 Hours (S 2005-03-29 15:28 24
Reports Resady Prepaid 60 Min e 2006-09-27 122521
Ky Profile Ready Prepaid 60 Min [ 20060927 122524
Administration Ready Prepaid 2 Hours o 2006.00-37 122624
Customer Support Ry Frepaid 5 Hours Py 2005-03-23 150527
Ready Frepaid 2 Hours e o 2006-03-27 122621
Ready Prepain 60 Min g 2005-03-27 122523
Resdy Prepsid 2Hours  cwe” 2006.00.27 12 2658
Resdy Frepaid 60 Min ™ 2006-08-27 122520
Ready Frepaid 2 Hours [ 2006-07-05 17:03:10
Resacty Prepsid 2 Hours A 2005-03-27 1226025
Ready Prepaid 2 Hours P 20065-07.05 170320

1121314185 p @&

About Us | Site Map | Privacy Policy | Confact Us | 2003 Ultra Consulting Hetwod Lid w118

Unused prepaid cards are either available for sale or the use has not yet logged in for the first time.
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6. System Status

User Online Status

pointHotspot.com

Fle Edit View History Bookmarks Tools Help
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~| Google =l
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pointHotspot.com

wireless internet solutions

Acocourt 0 dema vatem StataalilD

Server Status: Server up and running
logout

Help 2 Wireless Hetwork Info: CH: 3 - SSID: paintHotspot.com
Status Off Loginid Hame Room

Homs Online ¢ roomi17 Rm 117

User Management

- online g roomz3s roomz238

Prepaid Cards

System Status online g Iobby1 Gusst

Reports

My Profile cnline g room217 Rm 217

Accounting online g room2zz2 Rm 222

Administration Online 4 roomizd roor 24

Customer Support ariine g room21s Fm 215
Online 4 roomios room 05
Crline ¢ room205 room205
online 4 roomza4 roomz244
Cnline g room119 rooml 13
online 4 roomioz Room 102
Online 4 roomz14 Rim 214
orline 4 roomizo room1 20

Acld Mew User

About Us | Site hap | Privacy Policy | Contact Us | @2008 Ultra Consulting Network Ltd w1.3.2

Online Since Upload Download

2005-11-10 225540 795 KB 1608 KB
2008-11-10 22:51:23  035ME  1.56 MB

Lobby
2008-11-10 22:47:58  036MB 067 MB PC

(right]
2008-11-10 22:41:58 0.9 MB 28 ME
2008-11-10 2230052 027 MB 0.94 MB
2005-11-10 2217:33  245MB 284 MB
2008-11-10 21:4852  1.91 MB 1024 MB
2005-11-10 21:0556 069 ME 174 MB
2008-11-10 20:4217 2.5 MB 77 MB
2005-11-10 20:2613  282MB 1326 MB
2008-11-10 20:2%43  1.92MB 665 MB
2005-11-1017:06:33 EFEMB 4399 MB
2005-11-10 16:4537 892 MB 33755 MB

2008111015054

2.53 MB 1219 MB

Done

Wireless Access Point Status (not available for all devices, controllers)

File  Edit  Wiew History  Bookmarks  Tools  Help

@ - ﬁ - G m |D hkkpe v pointhobspot, comfunitstatus . php

P Getting Started Latest Headlines

(@

point}Hotspot.com

eless internet soluftions

wWireless Access Point Status (3)

Account ID: Saarch
Status Unit Hame Description
Home =] r——" pointHotspot_com main Sateway
User Management B i o Access point, depends on sk WDS
Prepaid Cards (E7] e Ancess point, depends on e s WS
Systern Status
Hote
Reports - Status update every 10 minutes
My Profile - If device is not responding within 30 minutes, the status will change to &

Administration
Customer Support

About Us | Site Map | Frivacy Folicy | Contact Us | @2007 Ullra Consulting Hebmods Lid w1.1.2

Last Status
2007-04-13 1500046
2007-04-13 15:01:45
2006-07-05 1656135

Dane
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7. Reports

User Report

¥ pointHotspot.com - wireless internet solutions - Mozilla Firefox o ]

File Edit Miew History  Bookmarks Tools  Help
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Account IO dema g::hﬁl%l
Select reporting period:

Help 7 C Today ® This week © This morth & Lastmonth € Specify time period © a0 [ |Fitter
Home Details Login Id Total Upload Download Session End
User Management by 3 h 30 min 254 MB 1262 ME 20081110 23:18:01
Prepaid Cards meeting 7 h 33 min 935 MB 1945MB  2008-11-10 16:39:33
System Status meeting2 3h17 min 233 MB 2646 MB 2008-11-10 16:55.57
Reports meeting3 2 h 59 min 0.53 MB 2.95 MB 2005-11-1017:41:42
My Profile meetings Sh 22 min 317 MB 418 MB 2008-11-10 16:05:33
Accounting mestingt 3h13 min 7 36 MB F4AGME 2008-11-10 16:38:33
Administration meeting? 4 h 16 min 2.91 MB 28.6 MB 2005-11-1017:48:15
Customer Support roomi 02 17 h 48 min 198308 101.82MB  Oniine

room 03 12 h 39 min 7.84 MB 7IS2ME 2005-11-09 20:27.45

ronm 04 1 h 3 min 0126 MB 5 43 B 2008-11-10 15 40:33

room 05 23 h 41 min 1801 MB S414MB 2008-11-11 01:07:54

room ! 07 & h 40 min 1.47 MB 5.45 MB 2005-11-10 20:40:57

roatmt 09 45 min 1.54 MB g.75 KB Online

room 12 5 h 40 min 386 MB TO9MB 2008-11-089 071757

room 14 14 h 21 min 7.3 MB 4371 MB  2008-11-10 19:43:16

11213
About Us | Site Map | Privaey Policy | Contact Us | @2002 Ultra Consulting Netwod: Lid w1.3.2
| Dane 4

Above report shows the accumulated time, upload and download values for ‘This week’s online users.

To get further details about each Login Id simply click on the ‘Details Folder’

E Ultra
Consulting Network Limited

Tel: +1-(305) 704-7790 Fax: +1 (868) 628-3219
E-mail: info@pointHotspot.com — www.pointHotspot.com — Version 1.2.7

12



User Detail Report

) pointHotspot.com - wireless internet solutions - Mozilla Firefox 10l =|

File Edit Wiew History Bookmarks Tools Help
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wireless internet solutions Tue, 11
Accourt ID: demao g;‘:h%
N
Select reporting period:
Help |7 C Today  This week © This manth © Lastmorth © Specify tine period & i [ |Fitter
Home Login Id Total Upload Download Session Start Session End Termination MAC
User Management roomz214 & h 47 min 10.76 MB 43586 ME  2005-11-1016:45:37  Online 00-16-EA-2F-36-65
Prepaid Cards room21 4 2h 4 min 16 MB 4623MB 2008-11-10 080235 2008-11-10 08:07:33  Idle-Timeout 00-16-E4,-2F-36-68
System Status roomz214 G h 42 min 6.72 MB 28006 ME  2005-11-09 153542 2008-11-1001:15:54  Idle-Timeout 00-16-EA-2F-36-65
Reports roomz214 10k 25 min 18.03 MB B1277ME  2005-11-05 223521 20058-11-09 05:59:05  User-Request 00-16-E&-2F-36-65
My Profile
Accounting
Administration
Customer Support

About Uz | Site Map | Privaey Policy | Contact Us | @2002 Ultra Consulting Netwod Ltd w1.3.2

| Done

Detailed list about all sessions for ‘This Week’ for selected user.

8. Billing
Billing can be enabled or disabled for each pointHotspot installation.
In order to enable billing support, simply contact pointHotspot support.

Each Internet Access Plan will need the following assignments:
¢ Name of Internet Service Plan (e.g. 60 Min, 30 Min Free, 1 hour prepaid etc)
e Currency
e Amountin local currency (0.00 for Free plans)

Each time a user gets a user account, the ‘Billing Cycle’ has to be assigned (also shown on page 7).

e Start New Cycle - New customer paid for online time (requires Amount)

e Extend Cycle - Existing customer extends online time (requires Amount)

e No Billing - All other, like password change, correction or input error etc. (requires Notes)
e Refund - Refund charges to customer

The amount for each Internet Access Plan can be modified by the operator if required.

Please note that whenever the Billing Cycle is submitted, it is registered into the accounting cycle.

Password changes and other non-billable changes to the account should use ‘No Billing’ and write the reason
for no billing into the Notes field, e.g. ‘password changed'.
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Accounting Report
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Account ID: dema Accounting (7}

Select reporting period:

 Today @ This wesk © This month ' Last month ¢ Specify time period © A [ | Fiter

Help |2 Package Type aty Price Total
Home &0 Minutes 1 0.00 000
User Management 2 Hours ] 0.00 000
Prepaid Cards 30 Minutes 5 0.00 0.00
System Status 30 Minutes 2 4140 52580 Start Mew Cycle
RIS 60 Minutes 1 &2 80 52.80 Start Mew Cycle
L5 IO 10 Hours 3 10350 31050 Start Mew Cyels
Accounting 3 Days 1 310.50 31050 Start Mew Cycle
Administration

Total 22 786.60

Customer Support

About Us | Site Map | Privacy Palicy | Contact Us | 2008 Ultra Consulting Mebwork Ltd w1.3.2

Done b
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9. Online Login Page

Internet access for online users is controlled via a username and password combination. In order to gain
Internet access a user has to do the following:

e Get username and password (from front desk, online purchase etc.)

e Join the wireless SSID of your wireless network (not required for wired connections)

e Open a web browser and visit any site on the Internet e.g. www.google.com. This will redirect the
user to the pointHotspot login page (this usually requires that the online users’ computer has to
‘obtain the IP address dynamically and the web browsers proxy settings have to be disabled).

e Enter the username and password and press submit.

e The user will get information about the remaining online time immediately

e The user has full Internet access until the assigned session time expires

Hotspot | ogin

Welcome to pointHotspot

Internet Access Verification
Flease use your username and passward you received fram us.

Sign up or extend time

Login:

Fassword: |

login |
(@)

pointHotspot.com

wireless internst solutions

Sample Login Page

10. Online Payments (beta)

The pointHotspot online Internet Access Control System has an optional online payment module where
customers can make payments via one or more payment gateways and get instant Internet access. Users can
select between the different Internet Plans and pay online using credit cards or other accepted means
(depending on payment gateway provider). At current we support online payment modules using PayPal. Other
payment gateways will be added in time.
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11.

12.

Miscellaneous

The Internet connection must be present when booting the wireless router (pointHotspot Gateway)!
Otherwise the Hotspot module will not start due to the missing DNS access and the wireless clients will
not get a proper IP address from the Hotspot DHCP server. Reboot

Disconnect online users remotely via pointHotspot.com website — This optional feature requires direct
remote access from our servers to your pointHotspot gateway (via port 3799) and is not available for all
pointHotspot gateways.

In order to print User Account Tickets Adobe Acrobat Reader must be installed and ‘Allow
www.pointhotspot.com’ must be added to your Internet browser popup blocker.

A default printer for User Account Tickets can be defined (Admin Settings).

MAC Address restriction (optional feature) — Access for certain PCs (Lobby etc.) can be controlled
differently than for other online users. The identification is done using the PCs MAC address.

Other features on request

This pointHotspot Operator guide is for pointHotspot version 1.3.2 and higher (Nov 2008)

Documentation

This pointHotspot Operator guide is available online in the Help section of the www.pointHotspot.com
administration site.

pointHotspot Quick Setup Guide — Configure your pointHotspot Gateway (router etc.)

pointHotspot Troubleshooting Guide
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